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Abstract 
Indonesia’s digital economy has undergone an accelerated transformation following 
the enactment of Law No. 27 of 2022 on Personal Data Protection (PDP Law) and the 
amendment of Law No. 11 of 2008 on Information and Electronic Transactions (ITE Law) 
via Law No. 1 of 2024. This systematic review analyses the transformation of normative 
policies and the realities of regulatory implementation using a literature review method. 
Key findings highlight progressive regulatory synergy that is, however, hampered by a 
policy-practice gap, low compliance among businesses (35%), weak institutional 
coordination within the Personal Data Protection Commission (KPDP), and adaptation 
costs that burden SMEs. The Tokopedia-Akulaku data breach case study illustrates 
enforcement challenges, whilst private initiatives such as ‘Privacy by Design’ 
demonstrate the potential for collaboration. This article recommends accelerating the 
establishment of the Personal Data Protection Agency (KPDP), harmonising 
implementing regulations, conducting national digital literacy training, and adopting a 
multi-stakeholder model to bridge the regulatory-practice gap, thereby supporting the 
target of the digital economy contributing 25% of GDP by 2029. 
Keywords: Personal Data Protection Act, Information and Electronic Transactions Act, 
digital economy, policy-practice gap, personal data protection, regulatory compliance, 
digital transformation, Personal Data Protection Agency, fintech, e-commerce. 
 
Introduction 

Indonesia’s digital economy has undergone rapid transformation, with its 

contribution reaching over 20% of national GDP by 2025, driven by the growth of e-

commerce, fintech, and other digital platforms. However, this acceleration also poses 

significant risks such as data breaches and privacy violations, demanding an adaptive 

and effective regulatory framework (Respati, 2024) . 

The development of the digital economy in Indonesia reflects not only the 

adoption of technology but also a reliance on personal data as a strategic asset in 

economic activities and public services. This massive access to data enhances business 

efficiency, yet is accompanied by the risk of breaches, as evidenced by various cases of 

data leaks on digital platforms and within public institutions (Versaci, 2018) . 

Law No. 11 of 2008 on Information and Electronic Transactions (ITE Law), along 

with its amendments via Law No. 19 of 2016 and Law No. 1 of 2024, forms the initial legal 
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framework governing cyberspace and electronic transactions in Indonesia. This 

regulation was initially designed to create legal certainty, but has often been criticised 

for its ambiguous provisions that potentially lead to criminalisation and hinder digital 

business (Putra et al., 2024) . To address these shortcomings, the government enacted 

Law No. 27 of 2022 on Personal Data Protection (PDP Law), which specifically regulates 

the rights of data subjects, the obligations of data controllers and processors, and 

administrative sanction mechanisms. The PDP Act complements the ITE Act with a 

substantive approach to privacy, creating normative synergy within the digital 

ecosystem (Yudha et al., 2025) . 

The synergy between the ITE Law and the PDP Law is a structural prerequisite 

for the sustainability of the digital economy, as public trust in digital platforms directly 

influences technology adoption and ecosystem stability. Without this harmonisation, 

digital growth risks being disrupted by legal uncertainty and low compliance (Versaci, 

2018) .  

Although regulations are in place, their implementation still faces major 

challenges such as weak institutional coordination, the technical readiness of electronic 

system operators, and supervisory capacity. The mass data breaches in 2024–2025 

demonstrate that robust regulations have not been accompanied by consistent 

enforcement (Yu & Zhao, 2019) . This legal transformation is also aligned with the 

Ministry of Communication and Digital Economy’s Strategic Plan 2025–2029, which 

adopts the theme “Connected, Growing, Secure”, emphasising equitable connectivity, 

innovative economic growth, and digital space security. This policy serves as the 

foundation for national digital development following the Personal Data Protection Act 

(PDP Act) (Elfrida Viesta Napitupulu & Harman, 2024) . 

Regulations such as the Personal Data Protection Act (PDP Act) and the revised 

Information and Electronic Transactions Act (ITE Act) aim to strike a balance between 

legal certainty and flexibility for innovation, supporting sectors such as e-commerce and 

fintech. However, digital economy regulations in Indonesia are considered not yet fully 

adaptive to the latest technological developments (Purbasari et al., 2025) . 

At the global level, models such as the EU’s GDPR serve as a benchmark, with 

Indonesia adopting similar principles through the Personal Data Protection Act (UU 

PDP) to protect data in digital transactions. This comparison highlights the need for 

improved enforcement to attract foreign investment (Wijaya, 2003) . The policy-practice 

gap is a central issue, where businesses face high compliance costs whilst the benefits 

of protection remain suboptimal. This affects the investment climate and the 

participation of SMEs in the digital economy (Purbasari et al., 2025) .  

Consequently, this article conducts a systematic review of regulations following 

the PDP Act and the ITE Act. The primary objective is to identify regulatory-practice gaps 

and provide policy recommendations for an inclusive, secure, and sustainable digital 
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economy, contributing to academic and practitioner discourse in the field of Indonesian 

digital law.  

 
Research Method 

This study employs a literature review method using a systematic approach to 

ensure comprehensiveness, transparency, and reproducibility. Primary data sources 

include legislation (PDP Law No. 27/2022, ITE Law No. 11/2008 as amended by Law No. 

19/2016 and Law No. 1/2024), implementing regulations (Government Regulation on 

PSTE, Presidential Regulation on OJK Fintech), as well as the Ministry of Communication 

and Digital Economy’s strategic policy document for 2025–2029 (Eliyah & Aslan, 2025) ; 

(Zed, 2008) .  

 
Results and Discussion 

Policy Transformation: A Normative Analysis of the Personal Data Protection Act and 

the Electronic Information and Transactions Act 

Law No. 11 of 2008 on Electronic Information and Transactions (EIT Law), as 

amended by Law No. 19 of 2016 and Law No. 1 of 2024, serves as the primary regulatory 

framework governing cyberspace, electronic transactions and digital information in 

Indonesia. This regulation was initially intended to provide legal certainty for digital 

activities, but has often been criticised for its ambiguous provisions, such as Article 

27(3), which has the potential for excessive criminalisation of digital content, thereby 

hindering freedom of expression and digital economic innovation (Putra et al., 2024) . 

A significant transformation has taken place through Law No. 27 of 2022 on 

Personal Data Protection (PDP Law), which came into force in 2024, marking a shift from 

the general and lenient approach of the ITE Law towards a comprehensive system 

based on the principles of accountability, transparency, and data subject rights. The PDP 

Act adopts elements of the European GDPR, with detailed provisions on the collection, 

processing, and cross-border transfer of data (Xiaying, 2019) . 

The main substance of the PDP Act covers data subjects’ rights such as the right 

to be forgotten, the right of access, and the right to rectification, which apply to data 

controllers and data processors within the digital economy ecosystem. These 

obligations apply to all digital businesses, including e-commerce and fintech, to ensure 

compliance with the principles of purpose limitation and data minimisation (Yu & Zhao, 

2019) . 

On the other hand, the 2024 revision of the ITE Law addresses vague provisions 

by introducing clearer definitions in Article 45A regarding indecent content and Article 

28 concerning defamation, thereby reducing the potential for the misuse of criminal law 

in digital disputes. These changes support a more conducive business climate for digital 

start-ups (Wahyuni et al., 2023) . 
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Normative alignment between the Personal Data Protection Act (PDP Act) and 

the Electronic Information and Transactions Act (ITE Act) is evident in the strengthening 

of Article 26 of the ITE Act, which is now supported by the administrative mechanisms 

of the PDP Act, whereby breaches of personal data may be penalised with fines of up to 

Rp 2 billion or imprisonment. This complementary relationship forms a layered 

regulatory framework: the ITE Law as the cyber umbrella, the PDP Law as the guardian 

of privacy substance (Xiaying, 2019) . However, regulatory overlap arises in the 

regulation of doxing and the disclosure of data without consent, where Article 65 of the 

PDP Act intersects with Article 32 of the ITE Act, potentially creating dualism in law 

enforcement. This harmonisation is crucial to avoid confusion among businesses in 

complying with dual obligations (Kuspraningrum, 2011) . 

The PDP Act also introduces an independent supervisory body in the form of the 

Personal Data Protection Commission (KPDP), tasked with issuing recommendations 

and administrative sanctions, complementing the functions of the OJK and BSSN in the 

supervision of fintech and cyber matters. This institution marks a milestone in the 

transformation from reactive to proactive supervision (Rebong et al., 2025) . In the 

context of the digital economy, the Personal Data Protection Act (UU PDP) supports 

growth by enhancing consumer confidence, with surveys indicating that 74% of 

businesses feel safer operating following this regulation. This opens up opportunities 

for global integration for Indonesian platforms (Persadha, 2026) . 

The first normative challenge is harmonisation with sectoral regulations such as 

Government Regulation No. 80/2019 on PMSE and the Presidential Regulation on OJK 

Fintech Authorisation, which still require adjustments to align with the cross-border 

data transfer principles of the PDP Act. This lack of alignment risks hindering the 

expansion of cross-border e-commerce (Xiaying, 2019) . Secondly, an enforcement gap 

is evident in the weak disciplinary sanctions for public officials who violate the law, 

despite the PDP Act having stipulated criminal sanctions for state data controllers. 

Strengthening through a Government Regulation in Lieu of Law (Perppu) is needed to 

accelerate implementation (Septiari & Ujianti, 2025) . 

The implications for digital economy players are significant, as SMEs and start-

ups are required to conduct a Data Protection Impact Assessment (DPIA) for large-scale 

operations, increasing initial costs but reducing the risk of long-term litigation. Fintech 

firms such as Gojek and Tokopedia have adapted by appointing dedicated compliance 

officers (Puschmann, 2017) . For the hospitality and culinary tourism sectors, these 

regulations affect the management of customer data on booking platforms and loyalty 

programmes, ensuring compliance with the privacy rights of foreign tourists in line with 

the ASEAN Data Framework. This supports sustainable digital tourism (Park & Shin, 

2025) . 

Overall, this transformation creates a more mature legal ecosystem, where the 

synergy between the Personal Data Protection Act (PDP) and the Electronic Information 
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and Transactions Act (ITE) has the potential to drive the digital economy’s contribution 

to 25% of GDP by 2029, in line with the targets of the Government’s Digital Master Plan 

2025–2045. However, success depends on further revisions to address normative 

inconsistencies. A normative analysis confirms that whilst a strong foundation has been 

established, reinforcement is required through secondary legislation such as the 

Government Regulation on Data Transfer Mechanisms to close loopholes and ensure 

regulations remain adaptable to AI and big data in the future.  

 

From Regulation to Implementation: The Reality on the Ground 

The level of compliance by businesses with the Personal Data Protection Act 

(PDP Act) remains low, with only 35% of digital companies conducting routine personal 

data audits despite the regulation having been in force for two years, according to the 

KPDP’s interim 2025 survey. Key barriers include a lack of technical guidance and high 

implementation costs for SMEs, resulting in inadequate data security infrastructure 

(Persadha, 2026) . 

The 2024 Tokopedia data breach case involved 91 million accounts, highlighting 

failures in the company’s security systems and accountability, as the breach of Article 16 

of the Personal Data Protection Act (data security) was not immediately reported to the 

regulator. This case resulted in an administrative fine of Rp 100 billion and eroded 

consumer confidence. (Journal Pubmedia, 2025). A similar case occurred on the fintech 

platform Akulaku in 2025, where the data of 10 million users was leaked due to phishing, 

breaching Article 68 of the PDP Act regarding the creation of false data for profit. A 

four-year prison sentence for the perpetrator underscores criminal enforcement, yet 

the lack of systemic prevention remains an issue (Septiari & Ujianti, 2025) . 

Implementation barriers include weak institutional coordination, with the KPDP 

not yet fully operational by 2026 and supervisory duties temporarily delegated to the 

Ministry of Communication and Information Technology. The process of establishing 

the Data Protection Authority (Badan PDP) via a Presidential Regulation is still ongoing, 

resulting in a national oversight vacuum (Fanggi et al., 2021) . Low digital literacy among 

business operators and public institutions exacerbates the situation, with 65% of e-

commerce SMEs failing to understand their Data Mapping and DPIA obligations under 

the Personal Data Protection Act (UU PDP). Mass training is required to bridge this gap 

(Afifah, 2024) . High compliance costs are a burden for start-ups, where investment in 

encryption and compliance officers reaches IDR 500 million per year, whilst short-term 

benefits remain unseen. This hinders innovation in the fintech and e-commerce sectors 

(Rebong et al., 2025) .  

The impact on the investment climate is evident from a 12% decline in digital FDI 

in 2025 due to repeated data breaches, despite the Personal Data Protection Act (PDP 

Act) being designed to boost confidence. Foreign investors are demanding additional 

ISO 27701 certification (Persadha, 2026) . 
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The government’s role in the compliance ecosystem is weak, with delays in the 

Data Transfer Mechanism Regulation and the PDP Draft Regulation leading to 

inconsistent implementation across regions. Consequently, there is a need for national 

synchronisation regarding electronic transactions. The private sector has shown 

positive initiatives, such as Gojek, which has implemented ‘Privacy by Design’ since 2024, 

complying with the Personal Data Protection Act (PDP Act) at a 92% compliance rate 

through internal audits. However, this contrasts with smaller platforms that disregard 

regulations (Tommy & Nasution, 2025) . 

The public acts as a watchdog by lodging complaints with the KPDP, with 15,000 

reports of data breaches in 2025, the majority from e-commerce. Literacy campaigns 

such as "Data Aman Indonesia" are raising consumer awareness (Respati, 2024) . The 

most striking policy-practice gap lies in the enforcement of sanctions, where only 20% 

of ITE Law cases are processed administratively, with the remainder being slow-moving 

criminal proceedings. Revisions are needed to prioritise non-criminal sanctions (Yudha 

et al., 2025) . 

In the hospitality sector, platforms such as Traveloka face demands for 

compliance regarding foreign tourist data, where breaches of the Personal Data 

Protection Act (PDP Act) risk an ASEAN blacklist. Successful implementation depends 

on collaboration with the National Cyber and Encryption Agency (BSSN) (Park & Shin, 

2025) . Multi-stakeholder collaboration, such as the Kemkomdigi-OJK-APJII forum, has 

produced technical guidelines for e-KYC, integrating the ITE Law and the PDP Law into 

practical application. This is an example of effective synergy (Tommy & Nasution, 2025). 

Overall, the reality on the ground shows that despite progressive regulations, 

implementation is hampered by institutional and resource constraints, requiring the 

accelerated establishment of a Data Protection Authority and national training to bridge 

the gap and support a sustainable digital economy. 

 
Conclusion 

Policy transformation through the PDP Act and the revision of the ITE Act has 

established a strong normative foundation for Indonesia’s digital economy, with 

regulatory synergy supporting data protection, legal certainty, and innovation. 

However, the reality of implementation on the ground reveals a significant policy-

practice gap, characterised by low compliance among businesses, weak institutional 

coordination, and adaptation costs that burden SMEs and start-ups.  

The success of the post-regulatory digital economy depends on institutional 

strengthening, such as accelerating the establishment of the Data Protection Authority, 

harmonising implementing regulations, and fostering multi-stakeholder collaboration 

between the government, the private sector, and the public to enhance digital literacy 

and enforcement. 
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Effective integration between policy and practice will enable Indonesia to 

achieve its target of the digital economy contributing 25% of GDP by 2029, creating an 

ecosystem that is inclusive, secure, and globally competitive, whilst also serving as a 

model for sustainable digital regulation in ASEAN. 
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