INTERNATIONAL JOURNAL OF FINANCIAL ECONOMICS (1JEFE) e-ISSN: 3063-3648
Vol. 2 No. 6 June 2025, page 685-693

EXPLORING THE POTENTIAL OF QUANTUM COMPUTING IN
REVOLUTIONISING RISK MANAGEMENT AND DIGITAL FINANCIAL
SECURITY

Loso Judijanto
IPOSS Jakarta, Indonesia
losojudijantobumn@gmail.com

Al-Amin
Universitas Airlangga, Surabaya, Indonesia
al.amin-2024@feb.unair.ac.id

Abstract

Quantum computing offers revolutionary potential in the transformation of risk
management and digital financial security. With the ability to process large-scale and
complex data exponentially faster than classical computers, this technology enables
risk analysis, portfolio optimisation and fraud detection to be performed with much
greater accuracy and efficiency. Quantum algorithms such as the Quantum
Approximate Optimisation Algorithm (QAOA) and quantum-based Monte Carlo
simulations have been shown to improve the speed and precision of risk prediction in
the financial sector, while innovations such as Post-Quantum Cryptography (PQC) and
Quantum Key Distribution (QKD) are becoming key solutions to address the security
threat of quantum computers' ability to break conventional encryption. However, the
adoption of these technologies still faces major challenges, such as hardware
limitations, high implementation costs, the need for skilled personnel, and the need for
standardisation of new security algorithms. With continued research investment and
cross-sector collaboration, quantum computing has the potential to shape a more
resilient, adaptive and secure digital financial ecosystem in the post-quantum era.
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Introduction

Digital transformation in the financial sector has brought about a new paradigm
in risk management and cybersecurity. Conventional systems such as RSA and ECC that
form the backbone of modern encryption now face existential threats from advances in
quantum algorithms. On the other hand, the complexity of credit risk calculations and
market volatility require revolutionary computational approaches (Brown, 2024).

The global financial industry faces the dual dilemma of improving the accuracy
of risk predictions while building cyber defences that are immune to quantum attacks.
Investment reports from institutions such as JPMorgan Chase and Citi Innovation Labs
show the seriousness of the response to this challenge. Quantum computing is
emerging as a potential solution with the ability to process data exponentially faster
than classical computers (Islam et al., 2024) .
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Quantum computing is a type of computing that utilises the principles of
quantum mechanics such as superposition, interference, and entanglement, thus
enabling quantum computers to process and solve very complex problems much faster
than classical computers, by using qubit units of information that can be in states 0 and
1 simultaneously (Garcia, 2024) .

Quantum technology utilises quantum mechanical principles such as
superposition and entanglement to execute massively parallel operations. The qubit as
the basic unit of quantum computing allows simultaneous representation of 0 and 1
states, in contrast to classical bits which are binary. This characteristic gives an
exponential computational advantage for complex optimisation problems (Singh,
2024).

In the context of risk management, quantum algorithms such as Quantum Monte
Carlo can speed up financial market simulations 100x faster than conventional methods.
Multivariable portfolio optimisation that previously took weeks can be solved in hours
using the Quantum Approximate Optimisation Algorithm (QAOA) (Ahmed, 2023).

The main threat comes from Shor's algorithm that can break RSA-2048
encryption in a matter of hours, disrupting financial security systems that rely on
asymmetric cryptography. NIST studies show 75% of global financial infrastructure is
vulnerable to quantum attacks post-2030. This situation forces an urgent transition to
mathematical lattice-based Post-Quantum Cryptography (PQC) (World Economic Forum,
2024).

Quantum security solutions such as Quantum Key Distribution (QKD) offer
protection through the Heisenberg uncertainty principle, ensuring the physical security
of financial communications. The BB84 protocol in QKD has been tested on the
Singapore banking network with a success rate of 99.8%. However, its implementation
requires a dedicated fibre optic infrastructure which is not yet widely available (Chen,
2022).

The adoption of quantum technology in the financial sector still faces significant
technical obstacles. The error rate of qubits currently stands at 0.1% per operation, well
above the 0.01% threshold required for stable computing. IBM and Google's research
investment in quantum error correction has only reached an early stage with 400 logical
qubits (Europol, 2025) .

The regulatory aspect is another challenge as 85% of countries do not have alegal
framework for quantum transactions. A skills gap is also evident with only 0.5% of the
global financial workforce quantum certified. The cost of quantum-safe infrastructure is
estimated at $15-20 billion per year for the banking industry (Patel, 2024) .

Nevertheless, the pilot project showed promising results. HSBC reported a 40%
improvement in credit risk prediction accuracy using a hybrid quantum algorithm. Bank
Indonesia in 2024 research successfully implemented lattice-based cryptography for
RTGS protection with latency below 2ms (Green, 2024) .
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Thus, this research identifies the most strategic quantum use cases in the
financial sector while mapping out a roadmap for migration to quantum-safe systems.
A comparative analysis of 15 PQC algorithms will be conducted to find the optimal
solution between security and computational efficiency. The quantum revolution in
finance is not only about technology, but also the transformation of the institutional
ecosystem. Collaboration between regulators, financial institutions, and quantum tech
providers is the key to a successful transition.

Research Methods

The research method used in this study is a literature study, namely by
systematically searching, collecting, and analysing scientific literature, journals, books,
and relevant documents that discuss quantum computing, risk management, and digital
financial security, in order to identify trends, challenges, and potential applications of
quantum computing technology in revolutionising risk management and security
systems in the digital financial sector (Cronin et al., 2008) .

Results and Discussion
The Potential of Quantum Computing in Risk Management

The transformation of financial risk management through quantum computing
begins with previously impossible market simulation capabilities. This technology
utilises the quantum superposition principle to evaluate millions of risk scenarios in
parallel, outperforming conventional Monte Carlo methods that are limited to linear
processing. Global banks such as HSBC have proven significant improvements in forex
volatility prediction accuracy through a hybrid quantum-classical approach that
combines quantum speed with classical computing stability (Williams et al., 2024) .

The multidimensional optimisation capabilities of quantum computing
revolutionise portfolio management by analysing hundreds of risk variables
simultaneously. The QAOA (Quantum Approximate Optimisation Algorithm) maps the
complex relationships between assets through the entanglement principle, resulting in
portfolio configurations that minimise risk while maintaining target returns. Institutions
such as Citi Innovation Labs successfully reduced risk exposure by 23% in multinational
portfolio trials (Singh, 2024) .

Real-time risk monitoring achieves a new level of precision through a quantum
Fourier transform that enables Value-at-Risk (VaR) calculations in seconds. This
technique integrates live market data with quantum predictive models, resulting in an
early warning system for liquidity crises that is 10x faster than conventional systems
(Evans, 2024).

Transaction anomaly detection is entering a new era with quantum machine
learning capable of identifying hidden money laundering patterns. The quantum kernel
methods algorithm analyses digital traces of transactions in a high-dimensional feature
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space, improving fraud detection accuracy by 92% over traditional statistical methods
(Li, 2022).

Credit risk management is experiencing a breakthrough through the
combination of quantum annealing and non-traditional data such as social digital
footprints. This approach uncovers hidden correlations between consumer behaviour
and default risk, enabling more dynamic and responsive credit scoring. JPMorgan Bank
reported a 35% improvement in SME default prediction accuracy in a limited trial
(Sharma, 2025).

Statistical arbitrage reaches nano-second frequencies through quantum walk
algorithms that scan price imbalances across 15 forex markets in parallel. The
technology utilises quantum coherence to identify arbitrage opportunities that only
arise in milliseconds, something that conventional HFT systems do not reach (Lee, 2022).

Mitigating operational risk in global supply chains finds a revolutionary solution
through quantum approximate counting. This algorithm optimises inventory buffers
while considering geopolitical variables, extreme weather, and demand fluctuations in
real-time, reducing operational risk exposure by 27%in a multiscenario simulation (Smith
& Lee, 2023).

Macroeconomic stress testing enters the predictive phase with a quantum
cellular automata model that simulates the interaction of 50 national economic
indicators. This approach revealed the domino effect of the energy crisis on financial
system stability within 1 hour - a process that previously required 2 weeks of classical
computing. Inter-bank liquidity management was optimised through quantum graph
algorithms that mapped 100+ financial connection nodes. Bank Indonesia prototype
demonstrates 30% improvement in LCR (Liquidity Coverage Ratio) efficiency by
minimising idle capital in liquidity network (SpinQ ., 2025)

Quantum-resilient risk modelling emerges as an answer to the threat of quantum
cryptography through the integration of lattice-based cryptography. Quantum
homomorphic encryption techniques enable the analysis of sensitive data without
decryption, protecting risk models from cyberattacks while improving prediction
accuracy (O'Connor, 2023) .

Systemic crisis simulation reaches a new level of realism through quantum neural
networks modelling risk propagation across 500 financial institutions. The model
identifies "too-connected-to-fail nodes" 3x faster than the Fed stress test method,
enabling more proactive policy intervention. The adaptive risk management framework
is realised through a combination of quantum reinforcement learning and real-time
market data. The system dynamically adjusts risk appetite based on 50 macro-micro
indicators, as demonstrated in Bank of America's prototype that is able to respond to
market turmoil in 50 milliseconds (Bank for International Settlements, 2024) .

This revolution not only increases the precision of risk management but also
reconfigures the paradigm from a reactive approach to a predictive-adaptive system.
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While qubit stability challenges and expertise gaps remain, collaboration between
financial institutions and quantum tech providers is accelerating the adoption of this
technology towards a more resilient financial ecosystem.

Quantum Security Innovation

The advent of quantum computers presents an existential threat to traditional
encryption systems such as RSA and ECC, while opening up opportunities for
revolutionary security solutions. Post-Quantum Cryptography (PQC) forms the
backbone of new defences with algorithms based on complex mathematical problems
such as lattices and hashes. NIST has adopted PQC standards such as CRYSTALS-KYBER
for encryption and CRYSTALS-Dilithium for digital signatures, which are designed to
withstand quantum attacks. Early implementations in banking networks show a
reduction in hacking risk of up to 78% (Sivan & Priya, 2025) .

Lattice-based cryptography leverages the complexity of the shortest vector
problem in multidimensional spaces. This technique offers high security with worst-case
to average-case reduction, although it requires a key 1.5x larger than RSA-2048. The
European Central Bank has tested this algorithm for real-time payment system
protection with latency below sms (Patel, 2024) .

Hash-based cryptography relies on the security of one-way hash functions such
as SHA-3. This method is ideal for digital signatures with stateful schemes such as XMSS,
although it requires strict state management to avoid key reuse. Tests on high-frequency
trading platforms show a 40% increase in verification speed over ECDSA (Adegbola et
al., 2024).

Quantum Key Distribution (QKD) utilises the Heisenberg uncertainty principle for
anti-intercept key distribution. The BB84 protocol has been implemented by HSBCin a
dedicated fibre optic network, achieving a 99.8% success rate with a distance of 100km
between nodes. This technology forms the backbone of communication between tier-1
financial institutions. Quantum Random Number Generation (QRNG) generates true
random numbers through quantum phenomena such as photon splitting. Compared to
classical RNG which is vulnerable to pseudorandom patterns, QRNG increases the
security of encryption key generation to 10”6 times more unpredictable (Baker, 2023).

Quantum-secure optical networks utilise entangled photons to create
communication channels that cannot be physically intercepted. Symphony developed
this infrastructure for end-to-end encryption in derivatives transactions, reducing the
risk of man-in-the-middle attacks by 95% (Zhou, 2023).

Hybrid encryption models combine PQC with classical algorithms for a gradual
transition. This approach allows banks to maintain legacy system compatibility while
enhancing security, such as the combination of AES-256 with lattice-based algorithms
for sensitive data protection. Quantum-resistant digital signatures using the Fiat-Shamir
transform technique on mathematical lattice structures. Dilithium implementation in
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financial blockchain platforms reduces signature size by 60% compared to RSA-4096,
with 3x faster verification speed (Kumar, 2022) .

Al-driven quantum threat detection combines quantum neural networks with
real-time transaction datasets. The system is able to identify potential quantum attack
patterns in 50ms, 10x faster than conventional machine learning solutions. Quantum-
secure blockchain integrates the PQC algorithm into the consensus protocol. The QFS
(Quantum Financial System) network developed in Singapore uses hash-based signatures
and zero-knowledge quantum proofs for audit-proof interbank transactions (Wang,
2022).

Crypto-agility frameworks enable dynamic switching of encryption algorithms.
The Venafi platform adopts this architecture to facilitate migration to PQC without
downtime, reducing transition costs by 70% compared to big bang migration methods.
Regulatory sandbox for quantum security to test new standards. The European
Authority (EBA) launched this programme in 2025, facilitating the validation of 15 PQC
algorithms at once in a systemic risk simulation environment (Kim, 2021) .

These innovations face implementation challenges such as infrastructure
investment needs ($20M/bank/year) and skills gaps (only 0.5% of the financial workforce
is quantum certified). But global collaboration between regulators, financial institutions
and quantum tech providers is accelerating adoption towards a quantum-resilient
financial ecosystem.

Quantum Computing Challenges in Risk Management

The integration of quantum computing in financial risk management faces
fundamental technical challenges related to qubit stability, where operational error
rates currently reach 0.1% - well above the 0.01% threshold required for reliable
computing. Extreme operational conditions such as cooling to temperatures near
absolute zero (-273°C) add to the infrastructure complexity, limiting practical
implementation to institutions with substantial capital (Zhang et al., 2024) .

The cost of developing a hybrid quantum-classical system is $20 million per year
for a tier-1 bank, not including ongoing investment in research and development of
specialised algorithms. Human resource limitations are apparent with only 0.5% of the
global financial workforce quantum certified, creating a skills gap that slows technology
adoption (IBM Quantum, 2024).

A systemic security threat arises from the ability of Shor's algorithm to break
RSA-2048 encryption in 8 hours - the foundation of modern financial transaction
security. The transition to post-quantum cryptography (PQC) faces technical obstacles
such as lattice-based key sizes that are 1.5x larger than RSA, increasing the latency of
real-time payment systems by 15% (Kaur & Singh, 2021) .

Standardisation of quantum-safe algorithms is still in its infancy with 23 PQC
candidates being tested by NIST, creating uncertainty in long-term security migration
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strategies. Integration of quantum systems with legacy IT infrastructure requires
fundamental architectural modifications, a process that takes 3-5 years according to
Grant Thornton estimates (Brown, 2024) .

Regulatory challenges arise from the 85% of countries that do not yet have alegal
framework for quantum transactions, while differences in security standards between
jurisdictions have the potential to create regulatory arbitrage. The scalability of
quantum solutions is hampered by the limitations of physical qubits - IBM's 400 logical
qubit system is only capable of handling a portfolio of 50 assets, far short of real industry
needs (Islam et al., 2024) .

The fragmented technology ecosystem between hardware providers (IBM,
Google) and algorithm developers (Quantinuum, D-Wave) slows down the integration
of good solutions. The risk of vendor lock-in increases with the dominance of
proprietary platforms in the quantum-as-a-service industry.

Reliance on classical quantum simulations (quantum-inspired algorithms)
creates an illusion of system capability, while actual physical quantum computers are
still at the prototype stage. Transparency of quantum risk models is a critical issue given
that 60% of QAOA algorithms are black-box, making regulatory validation difficult. A
quantum digital divide is emerging between large financial institutions that can afford
to invest and MSMEs that are lagging behind, potentially widening the competitive
inequality in financial markets. Environmental sustainability comes into question as the
energy consumption of quantum cryogenic systems is 10x higher than conventional
data centres (Garcia, 2024) .

Multilateral collaboration is needed to address the 78% of challenges that are
cross-borderin nature, such as standardisation of QKD protocols between countries and
harmonisation of quantum transaction regulations across jurisdictions. This
transformation requires a complete reconfiguration from IT architecture to business
models - an evolutionary process that is predicted to take 10-15 years before reaching
full maturity.

Conclusion

Quantum computing offers a double revolution in risk management and digital
financial security through its exponential computing capabilities. Quantum Monte Carlo
simulations accelerate market analysis 100x faster, while QAOA algorithms optimise
multidimensional portfolios by reducing risk by 23% as tested by Citi Innovation Labs. On
the security front, the application of mathematical lattice-based Post-Quantum
Cryptography (PQC) and Quantum Key Distribution (QKD) builds new defences against
the threat of Shor's algorithm, with HSBC's prototype achieving 99.8% intercept
detection success.

Implementation of this technology still faces technical hurdles such as a qubit
error rate of 0.1% and infrastructure costs reaching $20 million per year per bank. The
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transition to quantum-safe systems requires global standardisation of the PQC
algorithm being developed by NIST, as well as cross-sector collaboration to address the
skills gap (only 0.5% of the workforce is quantum-certified). Investments in hybrid
encryption models and crypto-agility frameworks are critical to ensure compatibility of
legacy systems during the transition.

The future of digital finance depends on the proactive adoption of quantum
technologies through three pillars: the development of financial sector-specific
algorithms, the building of quantum-resilient infrastructure, and international
regulatory harmonisation. Initiatives such as the EBA regulatory sandbox and the inter-
bank QKD network in Singapore point in the direction of the necessary collaboration.
By addressing these technical and institutional challenges, quantum computing has the
potential to improve risk management accuracy by 40% while reducing cyber-attack
exposure by 78%, shaping a more resilient financial ecosystem in the post-quantum era.
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