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Abstract 

The rapid development of the digital economy in Indonesia has driven a major 
transformation in people's transaction patterns, with electronic transactions becoming 
an integral part of economic activity. However, this progress is also accompanied by 
legal challenges, such as consumer protection, data security, and suboptimal law 
enforcement. This study aims to analyse the urgency of strengthening electronic 
transaction regulations in supporting the national digital economy ecosystem. The 
research method used is juridical-normative with a qualitative approach through a 
literature study of laws and regulations, scientific journals, and official documents. The 
study results show that although regulations such as the ITE Law, PSTE Regulation, and 
Personal Data Protection Law have provided a strong legal basis, their implementation 
still faces various obstacles, such as multiple interpretations of articles, low digital 
literacy, and weak supervision. Strengthening regulations is needed to create legal 
certainty, improve consumer protection, and encourage innovation and healthy 
business competition. Collaboration between the government, business actors, and the 
community is key in building a safe, inclusive, and highly competitive digital economy 
ecosystem. 
Keywords: electronic transaction regulation, digital economy, consumer protection, 
data security, Indonesia 
 
Introduction 

The development of information and communication technology in the 21st 

century has brought major changes in various aspects of human life, especially in the 

way we interact, transact, and carry out economic activities. This digital transformation 

not only creates new opportunities, but also presents complex challenges, ranging from 

issues of data security, privacy, to the potential misuse of information in the digital 

space (Elyani ., 2025) 
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Indonesia, as a country with an increasing number of internet users, faces a 

reality where electronic transactions have become an integral part of people's daily 

lives. This phenomenon encourages the need for a legal system that is able to regulate 

and protect every digital activity, both in terms of business actors, consumers, and 

electronic system providers (Kurnianingrum, 2023) . In response to these dynamics, the 

Indonesian government enacted Law Number 11 of 2008 on Electronic Information and 

Transactions (ITE Law) as the first cyber law in Indonesia. The ITE Law was drafted with 

the aim of providing a legal basis for the use of information technology and electronic 

transactions, as well as ensuring a sense of security, justice and legal certainty for all 

parties involved in the digital ecosystem (Ramadhani & Nugroho, 2021) . 

Over time, the need for strengthening regulations in the field of electronic 

transactions is increasingly urgent. This is due to the rapid growth of the digital 

economy, where online transactions not only occur within the national scope, but also 

across countries. The complexity of these transactions demands adaptive and 

comprehensive regulations to protect the interests of all parties (Wibowo, 2024) . 

The ITE Law itself has undergone several changes, one of which is through Law 

Number 19 of 2016, to adjust to technological developments and the needs of society. 

This change reflects the state's efforts to strengthen the role and function of law in the 

digital realm, including in aspects of consumer protection, law enforcement, and 

supervision of electronic system providers (Ministry of Trade RI, 2023) . 

However, the implementation of electronic transaction regulations in Indonesia 

still faces various challenges. One of them is the weak law enforcement and the lack of 

harmonisation between existing regulations and practices in the field. In addition, there 

are still legal loopholes that can be exploited by cyber criminals, such as online fraud, 

data theft, and privacy violations (Lippoldt, 2022) . In practice, electronic transactions 

not only involve aspects of civil law, but also criminal law. The ITE Law regulates two 

main scopes, namely the regulation of information and electronic transactions and the 

regulation of criminal acts in the digital space. This shows that the regulation of 

electronic transactions must be able to answer the needs of comprehensive legal 

protection, both for business actors, consumers, and the wider community 

(Government of Indonesia, 2019) .  

One of the crucial issues in electronic transactions is the protection of personal 

data and system security. Article 26 of the ITE Law expressly regulates that the use of 

information through electronic media involving personal data must be done with the 

consent of the data owner. Violation of this provision can lead to lawsuits and legal 

sanctions, thus requiring electronic system providers to take full responsibility for user 

data security (CELIOS, 2024) . In addition to data protection, aspects of trust and 

transaction security are also a major concern. In the context of the digital economy, 

consumer trust in electronic payment systems determines business continuity. 

Therefore, strong regulations and consistent implementation are needed to prevent 
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consumer losses due to cybercrime and misuse of electronic systems (Putri & Tarantang 

., 2025) 

The government also acts as a facilitator in the utilisation of information 

technology and electronic transactions. Article 40 of the ITE Law confirms that the state 

is obliged to protect the public interest from interference due to misuse of information 

and electronic transactions, as well as regulate electronic document governance and 

strategic data recovery. This shows the importance of the state's role in creating a 

healthy and sustainable digital ecosystem (Hasanah, 2024) . However, the rapid 

development of technology is often not matched by adequate regulatory updates. 

Many cases of disputes and violations of law in the digital space have not been optimally 

accommodated in existing laws and regulations. This condition indicates the urgency of 

strengthening electronic transaction regulations to be able to answer the challenges of 

the times and support the growth of the digital economy in an inclusive manner (Haikal 

& Mahmudah, 2024) . 

Based on the description above, this research will examine the urgency of 

strengthening electronic transaction regulations in supporting the digital economy 

ecosystem in Indonesia. This literature study is expected to provide a comprehensive 

overview of the current regulatory conditions, challenges faced, and recommendations 

for strengthening relevant regulations to support the growth of the national digital 

economy. 

 

Research Methods 

The research method used in this study is the juridical-normative method with a 

qualitative approach, which focuses on analysing legal regulations and policies related 

to electronic transactions in the digital economy ecosystem in Indonesia. The research 

data was obtained through library research by examining various secondary sources 

such as laws and regulations, court decisions, academic literature, scientific journals, 

and official documents from government institutions (Eliyah & Aslan, 2025) . All data 

collected was analysed descriptively-qualitatively to identify relevant themes, patterns, 

and trends, so as to provide a comprehensive understanding of the urgency of 

strengthening electronic transaction regulations in supporting the growth of the 

national digital economy (Cronin et al., 2008) . 

 

Results and Discussion 

Current State of Electronic Transaction Regulation 

Electronic transaction regulations in Indonesia have undergone significant 

developments in recent years. The main legal umbrella governing electronic 

transactions is Law Number 11 of 2008 on Electronic Information and Transactions (UU 

ITE), which has been revised several times to adjust to the dynamics of technology and 

the needs of a digital society (Shelepov & Larionova, 2020) . 
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Regulatory updates continue to be made to address new challenges. One 

important update is the Minister of Communication and Digital Regulation 

(Permenkomdigi) No. 5 Year 2025 which regulates the registration of electronic system 

providers in the public sphere, data governance, electronic information moderation, 

and data classification according to the risk of electronic system providers. The 

government also issued Government Regulation (PP) No. 71/2019 on the 

Implementation of Electronic Systems and Transactions (PSTE), which updates PP No. 

82/2012. This PP reinforces the obligations of electronic system providers, both public 

and private sectors, in maintaining data security, integrity and confidentiality (Larionova 

& Shelepov, 2020) . 

The ITE Law and its derivative regulations regulate various important aspects, 

such as the validity of electronic documents, electronic signatures, personal data 

protection, and online dispute resolution mechanisms. This provides legal certainty for 

businesses and consumers in digital transactions. However, the implementation of the 

regulation still faces major challenges. One of the main issues is the multiple 

interpretations or "rubber articles" in the ITE Law that often cause polemics in the 

community. These articles are often widely used and cause legal uncertainty, especially 

regarding freedom of expression and the protection of human rights (Volpe, 2023) . 

Another challenge is the low level of legal and digital literacy in society. Many 

businesses and consumers do not understand their rights and obligations in electronic 

transactions, so violations or losses often occur without adequate protection (Indrajit, 

2001) . 

Consumer protection in electronic transactions is also a major concern. 

Regulations require businesses to provide clear and correct information regarding 

products, prices, and payment mechanisms. However, in practice, many consumers are 

still harmed due to lack of transparency and weak law enforcement (Harahonych et al., 

2022) . 

The government continues to encourage the strengthening of supervision and 

law enforcement. Through Permenkomdigi No. 5 Year 2025, the government tightens 

the registration and supervision of electronic system providers, as well as regulates 

content moderation and termination of access to prohibited electronic information 

(Shrivastava & Mishra, 2025) . 

The rapid development of technology demands adaptive regulations. Many new 

cases such as data theft, online fraud, and cybercrime have not been fully 

accommodated in existing regulations, so continuous legal updates are needed. Cross-

sector collaboration is key to the effectiveness of regulations. The government, 

businesses, and communities must work together to create a safe and reliable digital 

ecosystem. Efforts to educate, socialise and improve digital literacy are needed to 

support the implementation of regulations (Beebeejaun & Dulloo, 2023) . 
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In terms of personal data protection, Indonesian regulations are still in the 

transition stage towards more comprehensive protection. Although the ITE Law and its 

derivative regulations have regulated data protection, the need for a special law on 

personal data protection is increasingly urgent as the risk of data leakage increases 

(Ferdhiyanto ., 2025) 

Electronic transaction dispute resolution is now more efficient. With online 

dispute resolution mechanisms, consumers and businesses can resolve disputes more 

quickly and transparently, although implementation challenges remain. Regulations 

also address the internationalisation of electronic transactions. In the era of 

globalisation, cross-border transactions are increasingly prevalent, so national 

regulations must be able to adapt to international standards and regional frameworks 

such as ASEAN (Rizqiyanto ., 2025) 

Overall, the current state of electronic transaction regulation in Indonesia shows 

progress, but still leaves various implementation challenges. Continuous legal reform, 

strengthening supervision, and increasing digital and legal literacy in society are key to 

creating a healthy and competitive digital economy ecosystem. 

 

Impact of Regulations on the Digital Economy Ecosystem 

Electronic transaction regulations in Indonesia have provided an important 

foundation for the growth of the digital economy ecosystem. With the Electronic 

Information and Transaction Law (UU ITE) and its derivative regulations, businesses and 

consumers gain legal certainty in conducting digital transactions. This certainty is a 

major factor that encourages public confidence to participate in the digital economy, 

thereby expanding the user base and increasing the volume of online transactions 

(Sharma, 2025) . 

The implementation of regulations also plays a role in improving consumer 

protection. Rules regarding the validity of electronic documents, digital signatures, and 

personal data protection provide a sense of security for consumers in transactions. This 

encourages the growth of e-commerce and other digital services, as consumers feel 

their rights are protected and have a clear dispute resolution mechanism in case of 

problems. In addition, regulations encourage innovation in the digital economy sector. 

With legal certainty, businesses are more willing to develop new products and services, 

including fintech, digital wallets, and e-commerce platforms. These innovations not only 

improve the competitiveness of the national industry, but also create new job 

opportunities and expand financial inclusion in society (Volpe, 2023) . 

Regulations also contribute to increasing state revenue. By regulating taxes on 

digital transactions, the government can optimise potential revenue from the growing 

digital economy sector. This is important to support national development and 

strengthen digital infrastructure throughout Indonesia. On the other hand, adaptive 

regulations help accommodate rapid technological developments (Harahonych et al., 
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2022) . The government regularly updates regulations to adjust to new dynamics, such 

as the emergence of blockchain technology, artificial intelligence, and digital payment 

systems. These efforts ensure that the digital ecosystem remains relevant and globally 

competitive (Shrivastava & Mishra, 2025) . 

However, the implementation of the regulation still faces challenges, especially 

in terms of law enforcement. Many cases of offences in the digital realm have not been 

handled optimally due to weak supervision and multiple interpretations of certain 

articles in the ITE Law. This can lead to legal uncertainty and hamper the growth of the 

digital economy if not addressed immediately (Shaik & Poojasree, 2021) . 

Another challenge is the low level of legal and digital literacy among the public. 

Many consumers and businesses do not understand their rights and obligations in 

electronic transactions, making them vulnerable to fraud, data breaches, and financial 

losses. Therefore, education and socialisation of regulations are important aspects in 

supporting a healthy digital ecosystem. 

Regulation also plays a role in encouraging cross-sector collaboration. 

Governments, businesses and communities need to work together to create a safe and 

trusted digital environment. This collaboration can be realised through consultation 

forums, drafting operational standards, and developing joint monitoring mechanisms. 

Another positive impact of regulation is the creation of healthy business competition. 

Clear rules on consumer protection, intellectual property rights, and business 

competition prevent monopolistic practices and abuse of market power by large 

businesses. This opens opportunities for small and medium enterprises to grow and 

innovate in the digital ecosystem (Elyani ., 2025) 

Regulations also accelerate business processes and business licences. 

Digitalisation of public services and the ease of electronic-based licensing make it easier 

for businesses to start and grow their businesses. This more efficient process has a 

direct impact on increasing productivity and national economic growth (Kurnianingrum 

., 2023) 

In the area of personal data protection, regulations provide a clear legal 

framework for data management and processing. Although still in the transition stage 

towards more comprehensive protection, the government's efforts to pass a special law 

on personal data protection shows its commitment to safeguarding people's rights in 

the digital era (Ramadhani & Nugroho, 2021) . 

Regulations also encourage the adoption of international standards in electronic 

transactions. By adapting national regulations to global best practices, Indonesia can 

improve the competitiveness of the digital industry in international markets and 

strengthen its position in regional frameworks such as ASEAN (Wibowo, 2024) .  

However, overly restrictive or multi-interpretive regulations can create barriers 

to innovation and freedom of expression. Several articles in the ITE Law are often 

criticised for potentially inhibiting market dynamics and the creativity of business 
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actors. Therefore, periodic evaluation and revision of regulations are needed to remain 

proportional and support the inclusive growth of the digital economy (Indonesian 

Ministry of Trade, 2023) . 

Finally, effective regulation will create a fair, safe and competitive digital 

economy ecosystem. By strengthening regulations, strict supervision, and increasing 

digital and legal literacy, Indonesia can maximise the potential of the digital economy to 

drive national economic growth and improve people's welfare in a sustainable manner. 

 

Urgency of Strengthening Regulations 

The urgency of strengthening electronic transaction regulations in supporting 

the digital economy ecosystem in Indonesia is increasingly urgent along with the rapid 

development of technology and the increasing volume of online transactions. Strong 

regulations are the main foundation for creating legal certainty, protecting consumer 

rights, and encouraging healthy and sustainable digital economic growth (Lippoldt, 

2022) . 

The growth of the digital economy has opened up great opportunities for 

businesses and communities to participate in the global market. However, without 

adequate regulation, the potential for abuse, fraud, and cybercrime will be higher. 

Strengthening regulations is needed so that every electronic transaction can take place 

safely, transparently, and can be legally accounted for (Government of Indonesia, 2019) 

. One of the main reasons for strengthening regulations is consumer protection. In 

electronic transactions, consumers are often in a weak position due to lack of 

information, low digital literacy, and limited access to dispute resolution mechanisms. 

Clear and firm regulations will provide better legal protection for consumers, while 

increasing public trust in the digital ecosystem (CELIOS, 2024) . 

In addition to consumer protection, strengthening regulations is also important 

to maintain personal data security and prevent leakage of sensitive information. In the 

digital era, data is a valuable asset that is prone to misuse. Strong regulations will ensure 

that electronic system providers implement high security standards and are responsible 

for managing user data (Putri & Tarantang ., 2025) 

Strengthening regulations also plays a role in preventing monopolistic practices 

and unfair business competition. Without strict supervision, large businesses can 

dominate the market and exclude small and medium-sized businesses. Fair and 

transparent regulations will create healthy business competition, encourage 

innovation, and expand opportunities for all digital economy actors. Another challenge 

faced is the rapid pace of technological innovation that often outpaces the speed of 

regulatory updates. Therefore, regulations must be adaptive and responsive to change, 

so as not to become an obstacle to innovation but still be able to provide adequate legal 

protection (Hasanah, 2024) . 
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Strengthening regulations is also needed to accommodate cross-sector and 

cross-country needs. Electronic transactions are no longer limited to the national 

territory, but have become part of the global ecosystem. Harmonisation of regulations 

with international standards is essential so that Indonesia can compete in the global 

market and protect national interests (Shaik & Poojasree, 2021) . 

In the context of personal data protection, strengthening regulations is crucial. 

Although there are already provisions in the ITE Law and its derivative regulations, the 

need for a special law on personal data protection is increasingly urgent to address the 

risk of data leakage and misuse of information by irresponsible parties (Haikal & 

Mahmudah, 2024) . 

Strong regulations will also increase the confidence of foreign investors and 

businesses to invest in Indonesia. Legal certainty and protection of the rights of 

business actors are the main attractions for investment in the digital economy sector, 

which in turn will encourage national economic growth. In addition to legal aspects, 

strengthening regulations must also be accompanied by an increase in digital literacy 

and legal awareness in the community. Good regulations will not be effective without 

understanding and compliance from all stakeholders, including the government, 

business actors, and the wider community (Larionova & Shelepov, 2020) . 

Strengthening regulations is also important to support financial inclusion and 

equitable access to the digital economy. With clear regulations, people in remote areas 

can enjoy digital financial services safely and affordably, so that social and economic 

disparities can be reduced (Shelepov & Larionova, 2020) .  

In the face of cybersecurity challenges, strong regulations will strengthen the 

national defence system against the threat of digital crime. The government needs to 

ensure that every electronic system provider implements high security standards and 

conducts regular audits to prevent cyber attacks. Strengthening regulations will also 

accelerate the digitisation process of public services and business licensing. With legal 

certainty, business processes become more efficient, transparent and accountable, 

thereby encouraging inclusive and competitive digital economic growth (Harahonych 

et al., 2022) . 

Finally, strengthening electronic transaction regulations is a strategic step to 

create a fair, safe and sustainable digital economy ecosystem. Collaboration between 

the government, business actors, and the community is needed to ensure that the 

regulations implemented are able to answer the challenges of the times and support 

the growth of the national digital economy optimally. 

 
Conclusion 

Based on the results of the literature study, the regulatory condition of 

electronic transactions in Indonesia has progressed with the presence of various 

regulations such as the ITE Law, PSTE Regulation, and Personal Data Protection Law 
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that strengthen aspects of security, data protection, and legal certainty for businesses 

and consumers. However, implementation in the field still faces challenges, such as 

suboptimal supervision, slow handling of fraud and data misuse cases, and low digital 

literacy of the community so that consumer protection has not been maximised. 

Strengthening regulations is crucial to address these challenges, especially in the 

face of technological developments and increasingly complex digital business models. 

The government has taken progressive steps, including the renewal of digital taxation 

regulations and the imposition of VAT on electronic money transactions and overseas 

digital transactions, in order to create fair competition and secure the national tax base. 

However, collaboration between the government, business actors, and the public is still 

needed so that existing regulations can be implemented effectively, and able to 

accommodate the needs of consumer protection and innovation in the digital economy 

ecosystem. 

Thus, the urgency of strengthening electronic transaction regulations lies not 

only in the legal aspects, but also in increasing digital literacy, adaptive supervision, and 

active involvement of all stakeholders to build a safe, inclusive, and highly competitive 

digital economy ecosystem at the national and global levels. 
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