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Abstract 
Blockchain technology, with its decentralized architecture and underlying 
cryptography, offers a solution to secure and protect data more effectively than 
conventional systems. Every transaction recorded on a blockchain is first verified 
by a network of nodes together before it can be carried out, making surreptitious 
modification of data almost impossible. In addition, the cryptographic security 
features of the blockchain ensure that only interested parties can access the data, 
and the transparent transaction records can facilitate the audit process to be more 
precise and accurate. However, the implementation of blockchain technology is 
also faced with various obstacles. Issues such as capacity, data privacy, and 
regulation are the main challenges that need to be overcome to enable its wider 
adoption. Technical complexities and a lack of public understanding of the 
technology are also slowing down its acceptance in various industry sectors. 
Therefore, this research recommends a hybrid approach that combines traditional 
and blockchain technologies to create a more comprehensive and resilient data 
security solution. 
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Introduction 

The development of digital technology has accelerated the use of electronic data 

in various aspects of life, including business, government, and routine activities. In this 

day and age, data has become a strategic asset and therefore requires solid protection. 

(Liang et al., 2022). However, the increased reliance on computer-based systems also 

places new challenges related to information security. Threats such as cyberattacks, 

data misappropriation, and fact manipulation are constantly increasing in both scale and 

complexity. (Wang, 2020). 

In order to address the challenges of data protection, blockchain technology has 

emerged to offer a new and innovative way. Blockchain was originally developed as the 

foundation for digital currencies such as Bitcoin, which was introduced by Satoshi 

Nakamoto in 2008. This technology utilizes data structures called "blocks", where each 

block contains a series of data transactions and is connected to each other through 

cryptographic hashes, forming a chain. (Jiang & He, 2023). One of the key features of 

blockchain is decentralization, which allows data to be stored and managed across 

multiple locations (nodes) simultaneously. This means that there is no central agency 

that fully controls all data, making the system more secure and open. Any modification 
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or addition of data must be validated through the agreement of the majority of nodes 

in the network, which ensures the integrity and accuracy of the information. (Deng et 

al., 2021). 

Blockchain technology has shown vast potential to be implemented in various 

fields, such as financial systems, healthcare, supply chains, and public services. These 

applications utilize blockchain's feature of being able to record information 

permanently and irreversibly to provide secure and efficient processes without a central 

intermediary. (Ahmed, 2023). In the financial industry, for example, this technology 

enables fast and secure transactions without involving payment service providers. In 

the supply chain field, blockchain implementation offers full transparency into the 

product journey from production to distribution to consumers to ensure the quality and 

authenticity of goods. (Ashraf, 2021). 

In general, this new platform that blockchain offers has the potential to design 

systems that are more secure, transparent, and efficient. The technology operates by 

storing data in a decentralized manner that allows verification of information without 

depending on a central authority. This reduces the risk of manipulation and 

unauthorized deletion of data. Any changes to information on the blockchain network 

must also be approved by a consensus mechanism to make it difficult for hackers to 

tamper with the system as a whole. (Divakarla & Chandrasekaran, 2022). 

The rapid growth in the use of digital data in recent decades has transformed 

various aspects of life at the individual and business levels. The digital revolution and 

the rapid development of the internet have facilitated the collection, storage, and 

analysis of large volumes of data. (Al-Rawy & Elci, 2021). The use of smartphones, social 

media, e-commerce, and various digital applications generates more and more data 

every day. These data are used not only to improve productivity but also to understand 

consumer behavior, predict market trends, and make more informed business 

decisions. The phenomenon of big data, which involves large and complex information, 

is increasingly driving technological innovation and the adoption of data analytics in 

various sectors. (Yu, 2022). 

With the rapid use of digital data today, data protection has become increasingly 

urgent. Cyber threats such as attacks, fraud, and malware are increasingly sophisticated 

and capable of inflicting significant harm to individuals and institutions if their data is 

taken over or stolen. In addition, data breaches can destroy customer trust and have 

serious legal consequences (Chen & You, 2020). Therefore, companies and people must 

be more vigilant in keeping their data secure. This includes implementing encryption, 

multifactor authentication, and advanced walls of defense to protect sensitive data. 

Rules such as the European General Data Protection Regulation (GDPR) and various 

other data protection laws have also been introduced to ensure that personal data is 

protected with high security standards. Data integrity and protection are key to 

maintaining trust and good relationships between entities in this ever-evolving digital 

ecosystem. (Subha, 2020). 
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However, while blockchain technology promises many advantages in terms of 

data protection, there are still many questions and challenges that need to be 

answered. For example, how effective is blockchain in protecting data compared to 

conventional security technologies? What are the limitations and risks inherent in 

implementing blockchain? 

Therefore, this research aims to understand blockchain technology and its role 

in computer data security in depth through a literature review. By identifying the 

working principles of blockchain and evaluating relevant literature studies, this research 

is expected to provide a comprehensive insight into the advantages, challenges, and 

potential applications of blockchain in maintaining computer data protection. 

 
Research Methods 

The study conducted in this research uses the literature research method, which 

is a research approach that utilizes written sources that are already available as the main 

data. This method includes the identification, evaluation, and interpretation of literature 

related to a particular research topic that has been previously published. (Hidayat, 

2009); (Afiyanti, 2008); (Syahrizal & Jailani, 2023).. 

 
Results and Discussion 

Blockchain Technology 

Blockchain technology is a distributed data storage system that is decentralized. 

Each block in the chain consists of a number of digital transactions that are interlinked 

through cryptography. The order of these blocks forms a solid structure that is difficult 

to tamper with. This technology is known for its transparency, security, and 

independence in verification without having to involve a third party. (Srivastava & Girija, 

2022).. 

The idea of blockchain was first introduced in 2008 by Satoshi Nakamoto in a 

paper titled "Bitcoin: An Interoperable Electronic Money System". Nakamoto explained 

the working mechanism of Bitcoin digital money and the technology that formed it, 

namely blockchain. Bitcoin, released in 2009, became the first example of blockchain 

implementation. Nakamoto's version of blockchain is designed to enable financial 

transactions that are secure, open, and free from the supervision of institutions such as 

banks. (Mohammad, 2020). 

Since the introduction of Bitcoin, the development of blockchain has been rapid 

and has been applied to various sectors other than finance such as logistics, healthcare, 

and government. In 2015, Ethereum-a cutting-edge platform created by Vitalik Buterin- 

was launched. It introduced smart contracts that can be executed automatically 

according to pre-defined conditions. (Heo & Doh, 2024). This opened up opportunities 

for more complex decentralized applications and encouraged further innovation of 

blockchain technology. Since then, many other blockchain projects and platforms have 
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emerged with various features to meet the needs of business and daily life. (Augustine 

& Raj, 2020). 

The main components of blockchain technology consist of several key elements 

that are interrelated with each other. A block is the smallest unit in the data chain 

structure that functions to store transaction information or other records. Each block 

consists of a header and a body. The body is usually business data and related details, 

while the header includes a timestamp, a link to the previous block, and a code to ensure 

the uniqueness of each block. The combination of these elements makes blocks an 

integral part of building a data chain. (Elgamal et al., 2023).. 

A block chain, also known as blockchain technology, is a series of blocks that are 

connected sequentially over time. Each new block added to the chain will always 

contain a cryptographic link to its predecessor block, thus forming a strong and 

indivisible bond. (Njeri, 2022). This ensures that changes to one block will affect all 

subsequent blocks, making it difficult to alter the data within them. Block chains operate 

on the principle of decentralization, where copies of the chain are stored on various 

network nodes to increase security through redundancy and distribution. (Salagrama et 

al., 2022). 

Hash functions are used to link one block to the next and ensure data integrity. 

Each block contains the hashed result of the previous block, so small changes to a block 

will change the value of the result. This makes the hash function a key component to 

ensuring the authenticity and security of blockchain technology, given the difficulty of 

creating two different sets of data that have the same hash value. (Yan, 2023). 

Blocks, chains, and hashes are not the only determining factors of blockchain. 

Consensus mechanisms also govern the network to reach a mutual agreement on the 

latest blockchain status. There are various consensus mechanisms, such as the Proof of 

Work (PoW) used by Bitcoin and the more energy-efficient Proof of Stake (PoS) adopted 

by some other blockchains such as Ethereum after the update to Ethereum 2.0. Also 

possible are smart contracts, which are automated digital contracts that run 

autonomously when certain conditions are met. Smart contracts allow decentralized 

applications (dApps) to emerge on top of blockchains, opening up new opportunities 

for commerce, financial services, and more. (Prisco et al., 2023). 

The blockchain process starts with a consensus mechanism to reach an 

agreement among all network participants (nodes) regarding the latest blockchain 

status. The consensus mechanism is necessary to maintain the integrity and security of 

the system, prevent data manipulation, and validate transactions without a third-party 

mediator. (Goyal et al., 2021). The two most common consensus mechanisms are Proof 

of Work (PoW) and Proof of Share (PoS). In PoW like Bitcoin, nodes (commonly called 

miners) compete to solve complex cryptographic puzzles to add new blocks to the 

blockchain. In PoS, validators are chosen based on the amount of crypto they "stake" 
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as collateral, which is more energy efficient as it does not require complex operations. 

(Syed et al., 2022). 

Mining is the process of validating new transactions and additions to the 

blockchain through specialized consensus mechanisms such as PoW. In the context of 

PoW, miners utilize computing power to solve difficult mathematical problems. The first 

miner to solve the puzzle gets to add new blocks to the blockchain and receives a 

reward in the form of crypto. This not only validates transactions but also secures the 

network by preventing double-spending attacks as it takes huge resources to 

manipulate data on the blockchain. (Ooi et al., 2022). 

Block chains operate on the principle of decentralization, where data is stored 

not in one place but spread across various network nodes. Each node has a complete 

copy of the block chain, which is updated instantly if a new block is added. This search 

allows for traceability and resilience: if one of the nodes fails or is attacked, the 

information remains safe because it is widely spread across other nodes. Moreover, this 

search also ensures that no single entity controls the entire network, reinforcing the 

democratic principle and the resilience against manipulation of the block chain. 

(Nabben, 2021). 

Once a new block is created by miners or validators, it must be validated across 

the network of nodes before it is permanently added to the block chain. The validation 

process involves checking the validity of the transactions in the new block, ensuring 

they meet the rules of the consensus protocol. If the majority of nodes agree that the 

block is valid, it will be added to the block chain and the nodes update their copies of it 

(Thuraisingham, 2020). This step ensures only legitimate and verified transactions are 

added to the block chain, maintaining integrity and trust within the network. In addition, 

this process also adds an extra layer of security, as an attack on the system would need 

to control a majority of nodes to successfully corrupt data (Tenge & Okello, 2020). 

(Tenge & Okello, 2022). 

Security is one of the main advantages of block chain technology. Because each 

new block is added to the chain using strong cryptography, each transaction stored in a 

block chain is almost impossible to alter or delete. This provides very strong 

immutability, meaning that once data is added to a block chain, it cannot be changed 

without the consent of the majority of the network. In addition, because block chains 

use encryption and hashing algorithms, data remains secure from manipulation or 

unauthorized access. (Alzoubi et al., 2022).. 

While blockchain technology offers various benefits, such as higher digital data 

security and more open transactions, some challenges must also be overcome. The 

process of verifying transactions on public networks such as Bitcoin and Ethereum 

sometimes takes a long time due to capacity limitations in consensus methods such as 

proof-of-work mining. (Rayan et al., 2021). To improve efficiency, various efforts are 

underway, such as the development of a second network as a scaling solution as well as 
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direct developments to the core protocol such as Ethereum's switch to proof-of-stake 

(Ruan, 2023). (Ruan, 2023). 

Blockchain has great potential to revolutionize various sectors through more 

secure, open, and cheaper transactions. In the financial world, this technology can 

speed up payments and improve security at a lower cost. For supply chains, blockchain 

enables open tracking of products from upstream to downstream. Healthcare, real 

estate, and voting can also benefit. (Pal, 2022). 

In summary, blockchain works through consensus, mining, and data distribution 

to execute transactions in a decentralized, transparent, and secure manner. While there 

are still challenges in capacity and efficiency, new solutions are being sought to 

overcome them. This technology can not only support reliable systems but also spur 

transformation in various sectors through innovation. The maturation of blockchain will 

further expand its benefits to various aspects of life. 

 
Computer Data Security 

Information security is a field of science that focuses on protecting data from 

unauthorized access, damage, or theft throughout its lifecycle. It involves implementing 

rules, procedures, and technologies to ensure sensitive data remains safe from internal 

and external threats. (Patil, 2021). With the rise of cyber threats and strict regulations 

regarding data privacy, information security has become a top priority for organizations 

around the world. Effective data security efforts must ensure that information is 

protected without hindering productivity or business operations. (Devineni, 2020). 

Confidentiality is one of the important aspects of information security that 

ensures that data can only be accessed by authorized parties. This involves various 

means such as encryption, user authentication, as well as access control to prevent 

disclosure of information to unauthorized individuals or systems. (Velliangiri & 

Karthikeyan, 2020). Confidentiality is essential in maintaining privacy and protecting 

sensitive data, such as personal information, health data, and company secrets. If 

confidentiality is breached, there can be serious consequences such as loss of trust from 

customers, damaged reputation, and legal sanctions. (P et al., 2023). 

Data integrity is concerned with maintaining the accuracy and consistency of 

information throughout its lifecycle. This means that the data must remain unchanged 

unless done so by an authorized entity and following established procedures. 

Mechanisms such as checksums, hashing, and version control are often used to ensure 

integrity. (Feng et al., 2023). Maintaining data integrity is important to prevent 

information processing errors that can lead to incorrect business decisions, financial 

losses, and system damage. Information that has been altered or corrupted can lead to 

inaccurate data, which in turn can be detrimental to business operations and reputation 

(Chavan & Pampatti, 2023). (Chavan & Pampattiwar, 2024).. 
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Availability is an important aspect of data security that ensures information can 

be accessed by authorized parties whenever necessary. This involves measures such as 

system redundancy, disaster recovery, and network monitoring to keep resources 

available without a hitch. (Ren et al., 2023). Availability is crucial in an operational 

business context where any time of system malfunction can be devastating. Without 

ensuring availability, even the most secure data will be useless if it cannot be accessed 

when needed. Maintaining availability often involves the use of data backups, 

protection from DDoS attacks, as well as a robust infrastructure to accommodate high 

demand. (Gong-Guo & Wan, 2021). 

One important component in ensuring data availability is contingency planning. 

Contingency planning includes creating a disaster recovery plan and a business 

continuity plan. Disaster recovery plans ensure organizations can recover their data and 

systems after a disaster, whether a natural disaster or a cyberattack. Business continuity 

plans focus on how the business can continue to run with minimal disruption during and 

after an incident. These steps are important so that the organization can recover quickly 

from disruptions and return to normal operations, thereby minimizing losses that may 

occur. (Muniandi, 2021). 

Technology plays an important role in ensuring data security. For example, 

encryption technology protects data confidentiality by converting information into a 

randomized format that can only be read by those with the right decryption key. (Kolah, 

2022). Multifactor authentication ensures that only authorized users can access systems 

and data, adding an extra layer of security. In addition, security solutions such as 

firewalls, intrusion detection systems, and intrusion prevention systems help protect 

the network from suspicious attacks. Other tools such as file integrity monitoring 

software are used to ensure data integrity remains intact (Seenivasan et al., 2022). 

Apart from technology, policies and procedures also play an important role in 

ensuring data security. Information security policies set guidelines and standards that 

organizations must adhere to in protecting their information. Standard Operating 

Procedures (SOPs) help ensure that all actions taken to protect data are implemented 

in a consistent and enforceable manner. (Xie et al., 2021). Security training for 

employees is also necessary to ensure that everyone in the organization understands 

their role in maintaining data security. Without clear policies and effective procedures, 

technological efforts to keep data safe can be futile (de-Melo-Diogo et al., 2021). (de- 

Melo-Diogo et al., 2022).. 

To ensure that all aspects of data security are met, auditing and compliance are 

essential elements. Periodic security audits check whether established procedures and 

policies are being followed and whether the organization's systems and databases are 

safe from threats. Compliance with regulations such as the General Data Protection 

Regulation (GDPR) in Europe, the Health Insurance Portability and Accountability Act 

(HIPAA) in the United States, as well as other local legislation is also important. (Baskar 
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et al., 2021). Non-compliance with these regulations can result in large fines and damage 

an organization's reputation. By conducting internal audits and complying with 

applicable regulations, organizations can ensure that they meet the necessary security 

standards and reduce data security risks. (Wen et al., 2021). 

One of the main challenges in computer database security is the constantly 

evolving and advancing threats. Cyberattacks such as ransomware, phishing and 

Advanced Persistent Threats (APTs) are becoming increasingly difficult to detect and 

prevent. Threat actors are utilizing more advanced techniques and leveraging artificial 

intelligence to find gaps in security systems. (Wang, 2020). Often, organizations 

struggle to continuously update and manage their security systems to deal with these 

new threats especially if they have limited resources. In addition, zero-day attacks that 

exploit vulnerabilities that are not yet known or have not been addressed by software 

developers, add a layer of complexity to data protection efforts (Balint, 2022). 

The challenge of protecting computer data security comes from two main 

sources: increasingly sophisticated external threats and internal human error and policy 

weaknesses. Ever-improving cyberattacks require companies to continually refine their 

defense technologies (Zhang et al., 2020). However, increased employee awareness 

and training on proper security practices as well as strict and relevant policies are also 

necessary to prevent information leaks. In addition, individual carelessness such as the 

use of weak passwords or personal devices without adequate protection can make it 

easier for threat actors to access internal systems. Similarly, policies and procedures 

that are not enforced and regularly updated can create security gaps. (Gong-Guo & Wan, 

2021). Therefore, an integrated and sustainable approach of investing in security 

technologies and raising awareness and internal discipline is required to overcome the 

challenges of keeping electronic data confidential. 

Comparison between blockchain and Traditional Security Technologies 

Security and Transparency: Blockchain provides a higher level of security and 

transparency compared to traditional security technologies. In a blockchain system, 

every transaction or data recorded in a block must be validated by a network of 

participants (nodes) through consensus mechanisms such as Proof-of-Work (PoW) or 

Proof-of-Stake (PoS). Once data is added to the blockchain, it is very difficult to change 

it without manipulating all subsequent blocks in the chain, making blockchains 

intrinsically resistant to modification and attack (Karmakar et al., 2022). In contrast, 

traditional security technologies such as firewalls, encryption, and intrusion detection 

systems work by securing the perimeter and data through access control and 

encryption, but remain vulnerable to internal attacks and unknown threats. (Hsiung et 

al., 2021). 

Decentralization: One of the key advantages of blockchain is its decentralized 

nature. Unlike traditional systems that typically rely on a single point of control or 
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central authority, blockchain utilizes a distributed network that makes it more resilient 

to Distributed Denial of Service (DDoS) attacks and system failures. In traditional 

systems, if a central server or database is attacked or experiences a period of 

inoperability, the entire system can be crippled. Whereas in blockchain, the distributed 

network ensures that data can still be accessed and validated even if some nodes 

experience problems. (Rathee & Saini, 2021). 

Auditability and Efficiency: Blockchain provides more efficient and transparent 

auditing capabilities than traditional technologies. Every transaction on the blockchain 

is recorded chronologically and can be traced back easily, which is very useful for audit 

and compliance purposes. (Setiawan & Alamsyah, 2023). On the other hand, traditional 

security technologies often require additional record-keeping and manual auditing 

systems that can be time-consuming and prone to manipulation. Blockchain allows all 

relevant parties to have equal access to validated and validated data, thus reducing the 

possibility of irregularities and fraud. 

Adaptability and Implementation: Traditional security technologies such as 

encryption and firewalls have been widely used and adapted in various industries. They 

have plenty of hardware, software, and mature standards and regulatory support. 

Blockchain, while offering significant advantages, is still in the adoption and 

implementation stage in many sectors (Devi. et al., 2023). Challenges such as scale, 

privacy, and regulation still need to be overcome to achieve wider adoption. In addition, 

technical complexity and a general lack of understanding of blockchain could be barriers 

to the adoption of this technology in many organizations (Jiang & He, 2023). (Jiang & 

He, 2023). 

Overall, blockchain brings significant innovation in the way data is secured and 

validated, but traditional technologies still play an important role in many security 

applications today. The combination of the two can offer a more holistic and robust 

solution in maintaining data integrity and security. 

Conclusion 

This research found that blockchain technology has a significant impact on 

improving the security of computational databases. Blockchain, with its decentralized 

structure, offers a more robust mechanism in preventing data manipulation and 

falsification compared to conventional systems. Every transaction recorded on the 

blockchain must go through a consensus validation process involving various nodes in 

the network, ensuring that the information stored becomes almost impossible to alter 

without detection. Strong cryptographic security also ensures that data cannot be 

accessed by unauthorized parties, and transparency in transaction recording allows for 

more efficient and accurate auditability. 

However, the study also emphasizes some of the challenges that need to be 

overcome for wider adoption of this technology. While blockchain's advantages in data 
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security are undoubted, issues such as scalability, privacy, and regulation are still an 

obstacle. In addition, technical complexity and a general lack of understanding of 

blockchain technology could slow down its adoption in various sectors. This research 

suggests a hybrid approach, where traditional and blockchain technologies can work 

together to produce a more holistic and robust data security solution, leveraging the 

advantages of each technology to achieve more optimal protection. 
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